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August 15, 2020 
Position: Systems Administrator – Remote Intern 
Five S.T.A.R. Veterans Center is a nonprofit founded in March 2012 to assist veterans in need. Our Mission is to provide displaced military veterans the safe housing and the supportive services they need to successfully transition to living independently in a place they call home. 
We are currently seeking students to fill two internship positions for the fall 2020 semester to assist the Systems Administrator with various projects and day to day tasks. We offer a fun and challenging work environment with flexible hours and a variety of interesting projects and tasks ranging from the day to day upkeep and troubleshooting of information systems, to new software and hardware deployments. We look forward to getting to know and working with you. 

 
Internship Responsibilities: 

· Maintenance, operations, performance analysis, and optimization of Linux, Windows Servers, and Windows Workstations. 
· Monitor and troubleshoot issues in on-premises firewalls, servers, workstations, Office 365, and Microsoft Azure environments.  
· Work with staff and residents to troubleshoot and/or train personnel on productivity, and other business related software including O365, Teams, SharePoint, Exchange, Zoom, Google Apps for Business, Multi Factor Authentication, Single Sign-On, VPN, Surveillance Systems, and user administration of secure access control systems, with notification and escalation to the appropriate personnel or vendor as needed. 
· Manage and monitor infrastructure using the current ITSM/ITAM cloud solution (RMM and Help Desk). 
· Administration, operation, and monitoring of Hyper-V Clusters (Failover, High Availability, and Backup), Virtual Machines, Active Directory Domain Controllers, Group Policy, Certificate Services, Domain Services, LDAP, DNS, DFS, IIS (Internet Information Services), NPAS (RADIUS), Print Services, and WSUS (Windows Server Update Services), Azure Directory Sync, Azure Backup, Apache. 
· Administration, operation and monitoring of the campus Wi-Fi, LAN, and SDN network equipment, VLAN’s, and network connectivity. 
· Administration, operation, and monitoring of hardware and software-based firewall solutions. 
· Analyze and optimize the operation support system to develop and improve contingency plans, strategies, disaster recovery plans, and processes to improve the quality of service operations. 
· Conduct security analysis of the current infrastructure, and future deployments to ensure business continuity, disaster recovery, and secure systems development plans. 
· Build, review, and revise IT Runbooks, SOP’s and Policies as needed for change control. 
· Report any found violations related to PII, HIPAA, HITECH, Security Breaches, other violations subject to law, and related to written policies to the proper personnel. 


Internship Requirements: 

· Excellent written and oral interpersonal communication skills. 
· Possess the ability to work both independently, and as a team. 
· Ability to work remotely  
· Possess a computer with acceptable Antivirus Protection, and ability to install our VPN client. 
· Good internet connection. 
· Must have a cell phone, VOIP (Voice over IP), or land line for multi-factor authentication, and communication. 
· Intern will be required to agree and adhere to Acceptable Use Policies and sign a Non-Disclosure Agreement (NDA) pertaining to certain proprietary systems, intellectual property, and other private and confidential information as protected by company policy, and applicable law. 


Internship Preferences: 

· Knowledge of Server 2012, Server 2016, Server 2019, Windows 10, and Linux 
· Knowledge of firewall applications, rules, logs. 
· Knowledge and ability to troubleshoot routing, switching, VLAN, access points, controllers, VPN, SDN, and other and networking equipment and technologies. 
· Strong willingness to take on challenging but rewarding tasks. 
· Ability to effectively present recommendations to executive staff, and board members. 
· Excellent soft skills are a plus. 
· Complete tasks while remaining diligent awareness to security standards and practices as set forth by company policies and procedures, and applicable laws. 

Internship Type: Cooperative Internship – Remote Internship. 

Internship Length: 50 hours or more depending on the requirements of the student’s cooperative internship requirements. 

Internship Salary: This is an unpaid internship. 
  
If you have any questions or are interested in applying for this internship, please send your resume and contact information to: internships@5svc.org  
 
If you wish to learn more about Five S.T.A.R. Veterans Center, please visit www.5svc.org 
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